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The term network intelligence is widely used in the field of communication net-
works. A number of new and potentially limiting concepts and products based on
the concept of network intelligence have been introduced, including smart flows,
intelligent routing, and intelligent web switching. Many intelligent systems focus on
a specific service, function, or device, and do not provide true end-to-end network
intelligence. True network intelligence requires more than a set of disconnected
elements; it requires an interconnecting and functionally coupled architecture that
enables the various functional levels to interact and communicate with each other.
We propose a uniform framework for understanding end-to-end communication
network intelligence (CNI), which is defined as the ability of a network to act
appropriately in a changing environment. We consider an appropriate action to be
one that increases the optimal and efficient use of network resources in delivering
services, and we define success as the achievement of behavior subgoals that support
the service provider’s ultimate goals, which are defined external to the network sys-
tem. The framework presented incorporates the functional elements of intelligence
into computational modules and interconnects the modules into networks and hier-
archies that have spatial, logical, and temporal properties. Based on the framework
proposed, we describe an end-to-end multiservice network application spanning the
network management layer, optical layer, switching/routing layer, services layer, and

other layers.

Introduction

The study of network intelligence is an extremely
active area in the field of communications.! Thanks to
the latest advances in data communications—espe-
cially in the services sector and in the communications
software, photonics, and programmable technologies
areas—service providers are spending millions of dol-
lars a year on an increasingly intelligent communica-
tion infrastructure and applications. Research in the
areas of learning automata, intelligent agents tech-
nologies, intelligent data-mining, knowledge discov-
ery, data-driven task sequencing, intelligent databases,
wire-speed real-time databases, virtual modeling, and
sophisticated communication network modeling has
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provided insights into intelligent computing processes.
Significant progress has been made in rule-based rea-
soning, planning, and problem solving. Game theory
and operations research have developed methods for
decision-making in the face of uncertainty. Research
into speech recognition, digital signal processor (DSP),
and live audio and video processing has produced
advances in real-time input processing and world
modeling.

Progress has been rapid, and there is a large and
rapidly growing body of literature in each of the
above-mentioned fields as it relates to communication
networks.28 However, a general theoretical model of
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communication network intelligence (CNI) that ties all
these separate areas of knowledge into a unified
framework has been lacking. This paper is an attempt
to formulate the broad outlines of such a model to
better understand and to build flexible end-to-end
intelligent systems. The goal is to create a general
structure of CNI that encompasses converged next-
generation communication networks. The model
presented here incorporates knowledge of com-
munication systems and processes gained from a great
variety of sources.

Service providers are looking for vendors who can
provide flexible end-to-end networks so they can ben-
efit from reduced operations costs, which translate into
more competitive, cost-effective service offerings.
Unlike other vendors, Lucent Technologies, with its
broad product portfolio, is in a good position to deliver
end-to-end intelligent network systems.

For the most part, current communications indus-
try practice assumes that networking consists of largely
predictable processes that can safely proceed without
the benefit of—or need for—in-process measurement
and real-time feedback. Most adjustments in network-
ing processes are made by service provider operators,
who often use intuition and experience to tune para-
meters. As technological changes occur at an ever
faster pace, insufficient consideration is being given to
the need for real-time planning and replanning, auto-
matic service adaptability, real-time resource optimiza-
tion, and the ability to adapt to changing conditions.
Today, real-time schedule changes, provisioning, con-
figuration, and process modifications are being han-
dled primarily by manual, ad-hoc methods.

Future-generation networking will be character-
ized by the need to adapt to the demands of agile net-
working, which include rapid response to changing
customer requirements, automated design and engi-
neering, lower-cost services, transparent distributed
networking, resource allocation on demand, real-time
planning and scheduling, increased quality, reduced
tolerance for error, and in-process measurement and
feedback. These demands generate requirements for
adaptability and automated decision-making that can-
not be met using current manual methods. Future
networking systems will require automated intelligent
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Panel 1. Abbreviations, Acronyms, and Terms

ATM—asynchronous transfer mode
BG—behavior generation
CNI—communication network intelligence
CPE—customer premises equipment
CWM—communications world modeling
DSP—digital signal processor
DWDM—dense wavelength division multiplexing
IP—Internet protocol

IRP—input and response processing
QoS—quality of service

LDAP—lightweight directory access protocol
SLA—service-level agreement

VA—value assessment

VLAN—virtual local area network
VOP—virtual optical path

VPN—virtual private network

VR—uvirtual router

WebDNS—Web domain name server

networking features that apply intelligence to the
domain of networking in such a way as to make possi-
ble the realization of a full range of agile and adaptable
networks.

A definition and a reference application model of
network intelligence are introduced in the following
section. Subsequent sections deal with the elements of
network intelligence, system architecture, temporal
and spatial relationships in intelligent networks, and
planning in intelligent networks. The next-to-last sec-
tion describes an end-to-end intelligent network appli-
cation; the final section presents our conclusions.

Definition of Network Intelligence

Intelligent communication networks must at least
be able to understand the communication environ-
ment, to make decisions, and to use and manage net-
work resources efficiently. More sophisticated levels of
network intelligence include the ability to recognize
user, application, service provider, and infrastructure
needs, as well as expected and unexpected events, the
ability to represent knowledge in a world model, and
the ability to reason about and plan for the future.

For the purposes of this paper, CNI is defined as
the ability of a network system to act appropriately in



a changing environment. An appropriate action is one
that increases the optimal and efficient use of network
resources in delivering high-quality services; success is
the achievement of behavioral subgoals that support
the service provider’s overall goals. Both the criteria
for success and the service provider’s overall goals are
defined external to the intelligent network system.
Typically, they are defined by the service provider’s
business objectives and are implemented by network
designers, programmers, and operators. CNI is the
integration of knowledge and feedback into an input-
and output-based, interactive, goal-directed, net-
worked system that can plan and generate effective,
purposeful action directed toward achieving goals.

The degree or level of network intelligence is
determined by:

e The computational power of the network and

the network elements,

< The sophistication of the algorithms the net-

work system uses, and

e The information and data values the system

can store and access.

Network intelligence will evolve through growth
in computational power and through the accumula-
tion of knowledge about the types of input data
needed for making decisions concerning expected
response, and about the algorithmic processing
required in a complex and changing communications
environment.8 Increasingly sophisticated network
intelligence makes possible look-ahead planning, man-
agement before responding, and reasoning about the
probable results of alternative actions. These intelligent
network capabilities can provide service providers with
competitive and operational advantages over tradi-
tional networks.

End-to-End Network Intelligence Reference Model
Figure 1 depicts an example end-to-end classifi-
cation of different flows within an intelligent net-
work. A flow, in this context, refers to the utilization
of intelligent content. (It is beyond the scope of this
paper to discuss in detail the classification of the
flows.) These layered flows are used as a foundation
on which the framework of network intelligence is
conceived. The figure depicts a functional intelligent

information flow in an end-to-end interconnected
and layered intelligent communications network.
Several intelligent network architectures have been
proposed in the literature, among them Internet pro-
tocol (IP)-centric optical networks,® intelligent service
management and delivery,>10 and intelligent IP tun-
neling.1! This paper discusses end-to-end network
intelligence flow issues.

The network intelligence layers proposed in the
reference model shown in Figure 1 are end-user layer,
content layer, application layer, subscriber layer, ser-
vice provider layer, programmable technology and
control layer, infrastructure provider layer, and net-
work management layer. The following sections
briefly explain and justify each of these layers, which
are depicted in Figure 1.

End-User Layer Intelligence

The end-user intelligence layer provides the capa-
bilities needed at the user’s premises, which are not
normally considered part of the service providers’ net-
works. Because of improvements in the access band-
width available to the end-user, the importance of this
layer is continuing to grow. New developments in the
Internet, home networking, and wired and wireless
technologies are fueling the growth of the end-user
intelligence layer. The increased bandwidth permits
expanded intelligence within the equipment deployed
on the customer premises and requires additional
functionality!213 and coordination within the service
provider space. These changes could make it possible
to provide content to the user premises in anticipation
of user needs and at times when there is less use of the
service provider’s network. Furthermore, intelligence
at the end-user layer will be important in supporting
new services tailored to the usage patterns and inter-
ests of users.

Content Layer Intelligence

A content-based intelligent network!415 allocates
network bandwidth on the basis of content and user
requirements and safeguards content in accordance
with defined access policies. Such a network offers the
following services:

e Content location (for example,

WebDNS),
= Content distribution and replication,

using
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|:| Network management layer intelligence

- Infrastructure provider layer intelligence

- Application layer intelligence

|:| Service provider layer intelligence
|:| Subscriber layer intelligence

. Content layer intelligence
- End-user layer intelligence

|:| Programmable technology and control layer intelligence

Figure 1.

Example depicting communication intelligence information flow layers that could be managed with better understand-

ing of inter- and intra-layer network intelligence.

e Content caching, and

< Content redirection and forwarding.

The emergence of the Internet has radically
changed the way individuals and corporations use net-
works, where information is located, and how infor-
mation is accessed. Currently, if a large number of
users want to access a “hot” content area at the same
time, “flash” network overloads can occur that stress
the infrastructure beyond its limits. As a result, service
provider networks are changing the information deliv-
ery mechanism from passive content retrieval to
proactive content delivery based on network policies
and user identity. The passive retrieval model requires
a network infrastructure that is built for predictable
network and server loads. The proactive delivery
model requires that content be intelligently distributed
closer to clients and network access points, the better
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to cope with sporadic network loads driven by hot
content.16.17 In the content-based intelligent para-
digm, an end user’s customer premises equipment
(CPE) device deals with content in the network
directly. A content-aware CPE device requires a
content-based intelligent network environment that
facilitates the distribution of content to locations
where it is requested. This minimizes unnecessary
network loads that result from focused overloads or
backbone constraints.

Application Layer Intelligence

The number of new network applications and ser-
vices to be supported continues to increase rapidly.
The traffic generated by these applications creates dif-
ferent traffic load and flow patterns, depending upon
whether or not the applications!819 are:



e Real-time,

< Computation intensive,

< Network topology dependent,

e End user dependent,

< High bandwidth, and

< Delay sensitive.

In order to properly design, evaluate, and deploy
efficient network equipment for an application envi-
ronment,20 a service provider must have a good
understanding of the source models?! of the network
application traffic. In particular, one would like to find
characteristics of how an application host generates
network traffic that are invariant over time. There are
a number of reasons—based on application architec-
tures, design, and human factors—why application
traffic may vary significantly. They include:

e User access type,

e Application communication methods,

< Single transaction vs. multiple linked transac-

tion applications, and

e End user input and interaction strategy.

Intelligent service mediation?? techniques are used
to control access to network services and to customize
behavior for the service provider, application provider,
and end user. Application layer intelligence will allow
application service providers to manage application
resources more effectively—maximizing utilization
and return on investment—by dynamically matching
appropriate resources with application demands.

Subscriber Layer Intelligence

The subscriber-based intelligent network environ-
ment consists of a group of CPE devices communicat-
ing and sharing one or more resources in a
decentralized way. This type of networking demands
certain interesting relationships between the service
provider’s network elements and the CPE devices.
Good examples of subscriber-based intelligence are
peer-to-peer network applications, cluster-
computing,23 networked parallel processing, and map-
ping of logical storage area networks on physical or
virtual network topologies.24 Some of these applica-
tions demand particular logical network topologies to
enable the applications. New applications and new
business models are pushing service providers to sup-
port these environments. The advantages of using

subscriber-based intelligence are that it speeds up algo-
rithm execution, minimizes internode communication
delays, improves resource utilization, and provides
fault tolerance by restoring network connectivity
(transparently to the user) when faults occur.
Furthermore, it allows features and services to be cus-
tomized for pre-designated user groups or for an indi-
vidual user. In this environment, a user would be able
to select preferred network resource characteristics
(such as virtual topologies), to activate personalized
features (from “skins” through connection speeds),
and to provide information to the system to improve
its performance.25

Service Provider Layer Intelligence

Service provider layer intelligence makes it possi-
ble to carry end user traffic by applying service
provider constraints to end user needs. Intelligent tun-
neling, virtual network switching/routing in virtual
private networks (VPNs), load balancing networks,
and virtual local area networks (VLANS) are examples
of service provider intelligence. This layer’s features
include quality of service (QoS), isolation, load distrib-
ution, and policing capabilities that allow service
providers to deliver flexible, measurable, and enforce-
able service-level agreements (SLAs) to other service
providers and to subscribers and to deliver real-time
and non-real-time services from multiple sources.11
This enables a service provider to provide large service
providers with dedicated virtual resources and to allow
small service providers to share virtual resources that
are managed administratively by the service provider.

Programmable Technology and Control Layer Intelligence
This layer provides interoperability and adaptabil-
ity across heterogeneous networks that support a wide
range of signaling protocols. The programmable
switches translate industry signaling protocols into a
generic signaling format, simplifying the addition of
new protocols. This capability allows legacy service
providers and new service providers to provide rich,
seamless interoperability between their network
domains and enables signaling interworking between
multiple vendor gateways. The Lucent Softswitch?8 is
an example of an enabling programmable switching
technology in this layer. Adaptable physical layer and
active network concepts that enable applications to
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react better to changing conditions are being devel-
oped.13.26-28 These concepts enable applications to
optimize physical layer performance proactively, using
an application-defined set of metrics.

Infrastructure Provider Layer Intelligence

Broadband technology promises a convergence of
technologies and service platforms. A variety of fac-
tors are forcing today’s leading service providers to
change how they do business and, hence, the way
they build and evolve their next-generation net-
works. Increasingly, service providers are being pres-
sured to build networks capable of supporting a
variety of old and new infrastructures and to provide
new value-added services at the lowest possible initial
and incremental price. The problems inherent in
simultaneously supporting an existing network and
deploying a new multiservice infrastructure point to a
solution that avails itself of the benefits of the frame
relay, asynchronous transfer mode (ATM), IP, and
dense wavelength division multiplexing (DWDM)
technologies.2® Infrastructure layer intelligence pro-
vides the capabilities to deal with these complexities.
Technologies such as all-optical DWDM and multiser-
vice platforms are making possible a convergence of
technologies and service platforms; in this layer,
network solutions can operate in dynamic, reconfig-
urable, multivendor, multitechnology, and multi-
protocol environments.

Network Management Layer Intelligence

Network management layer intelligence deploys,
integrates, and coordinates all the resources necessary
to configure, monitor, test, analyze, evaluate, and con-
trol the communication network to meet service-level
objectives. The goals of network management are effi-
cient use of resources, control of strategic assets, mini-
mization of downtime, management of constantly
changing communications technology and services,
and reduction of the cost of network operations.
Intelligence within the network management layer
must integrate diverse services, networks, technolo-
gies, and equipment.

The network structure in Figure 2 captures the
communications intelligence information flow
depicted in Figure 1. In Figure 2, the layers with
clouds represent virtual entities or soft devices. Even
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though Figure 2 depicts network management as a
separate layer, some network management functions
are actually distributed across the other layers embed-
ded in element management systems. For simplicity
and convenience, this embedding is not shown.

It is a well-known fact that many vendors and
the research community have independently studied
the intelligence required in the layers shown in
Figure 2.5910 As a result, most areas identified in
Figures 1 and 2 have been throughly investigated, and
there is an abundance of information on each of them.
The following products can be mapped to the refer-
ence model shown in Figure 1: content-based switch-
ing and routing gear by Lucent (IMMINET™) Alteon
and ArrowPoint, and Lucent’s intelligent virtual
routers—Spring Tide® equipment, all-optical transport
networks, and WaveStar™ LambdaRouters with
DWDM transport network gear. However, important
structural questions remain, including:

e What is the dependence of one layer on

another?

 What are the interrelationships among the
layers?

* How does a change in one layer affect and pro-
liferate to other layers?

« How do changes in the network environment
affect the overall network and, hence, each of
the layers?

 How does the addition of new technologies,
new applications, and new services affect the
next-generation network paradigm?

These are the current challenges the industry is
working to address. Lucent Technologies is an industry
leader uniquely positioned to address these issues as
part of its mission to satisfy the end-to-end infrastruc-
ture needs of service providers. The framework of
network intelligence presented here provides a mech-
anism to capture and address these structural issues.

The Elements of Network Intelligence

In an end-to-end communications network, each
individual level of network layers and elements is rea-
sonably well understood by researchers and vendors.
But overall network intelligence requires more than a
set of disconnected elements; it requires an intercon-
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Mapping of layers of network intelligence on end-to-end network infrastructure.
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necting and functionally tightly coupled system archi-
tecture that enables the various functional levels to
interact and communicate with each other.

There are four system elements of network intelli-
gence within the proposed framework:

< Input and response processing (IRP),

« Communications world modeling (CWM),

« Behavior generation (BG), and

< Value assessment (VA).

Input and Response Processing

Input to and response (that is, output) from intel-
ligent network systems are driven by end-user interac-
tions/needs and the results of network element
activities.

Input. Input to an intelligent network system is
produced by interactions between the network and
the network environment. For example, input to an
intelligent network system can be produced by inter-
actions with an end user, which may include end-user
requests specifying type of information sought, quality
of information sought, ability to use higher band-
widths at higher prices, types of services requested,
duration of the service, and the type of user (for exam-
ple, business, residential, or real-time). The system can
use inputs to monitor both the state of the external
world and the internal state of the network. The
inputs collected are provided to an input processing
system.

Input processing. An input processing system ele-
ment compares observations of input with expecta-
tions generated by an internal communications world
model. Input processing algorithms integrate similari-
ties and differences between observations and expecta-
tions over time and space in order to detect events and
recognize features, patterns, and relationships in the
external world. The input data from a wide variety of
sources over extended periods of time are combined
into a consistent, unified perception of the state of the
communications world. Input processing algorithms
also compute several network system characteristics,
including both physical and logical dynamic attributes
of network elements and events of interest.

An example of the work done by the input pro-
cessing system is the network address translation of IP
addresses, which makes use of both the content of the
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end user’s input and information from previous inter-
actions with the network.

Response Response in an intelligent network sys-
tem is produced by the response processing system,
which makes it possible to communicate effectively
with and to interact with the network environment.
For example, response from a circuit-packet gateway
switch could be the translation of a circuit signaling
protocol to a packet signaling protocol to enable com-
munication with the packet network.

Response processing. Response processing in an
intelligent network system is the result of the execu-
tion of behavior generation algorithms upon the world
model.

An example of this is the all-optical WaveStar™
LambdaRouter micromechanical mirror control plane
response. In this case, the output response from an
intelligent network system is produced by micro-mirror
actuators that move microscopic mirrors to cross con-
nect wavelengths dynamically. An intelligent network
system node may have hundreds of these actuators, all
of which must be coordinated in order to perform
end-to-end tasks and satisfy a service provider’s
dynamic routing needs, which in turn satisfy users’
needs for bandwidth.

Communications World Modeling

The communications world model is the intelli-
gent network system’s best estimate of the state of the
network and its environment. It includes a memory
(for example, a distributed main memory database, or
lightweight directory access protocol [LDAP] servers)
that contains information about the network and its
environment, and a memory management system that
stores and retrieves that information. The communica-
tions world model is used to generate expectations and
predictions about such things as network resources,
operations, and usage, and can respond to requests for
information about the present, past, and probable
future states of the network. The communications
world model also provides information services to:

e The behavior generation system element (dis-
cussed in the following sections), to enable it to
generate communication environment plan-
ning and network behavioral choices;

e The input processing system element, to enable



it to perform correlation and matching and to
recognize states, patterns, and events in the
network; and

* The value assessment system element (discussed
in the following sections), to enable it to com-
pute cost, benefit, risk, uncertainty, impor-
tance, and attractiveness of choices.

The communications world model is kept current by
the input processing system.

The demographic database of a country, customer
needs, market needs, service profiles, logical network
topologies, and customer service-level agreements are
all part of the communications world model.

The communications world model provides the
intelligent network system with the information nec-
essary to reason about network services, network
needs, network resources, and time. The communica-
tions world model contains information on items that
are not directly and immediately observable, and it
enables the system to integrate input from many dif-
ferent sources into a single reliable representation of
the network intelligence domain. The communica-
tions world model may be represented in intelligent
network systems by data such as traffic matrices, traffic
estimates, service profiles, and policy agreements, and
may be maintained in database structures.

CWM modules. In each node of the network hier-
archy, the CWM modules:

e Maintain a knowledge database by keeping it
current and consistent. In this role, the CWM
modules perform the functions of a database
management system. The CWM state estimates
are updated on the basis of correlations and
differences between communications world
model predictions and observations of input
data at each intelligent network node. The
CWM modules save newly generated or recog-
nized entities, states, and events in a knowl-
edge database and delete entities, states, and
events that the input processing modules
determine no longer exist in the communica-
tion environment.

* Generate predictions of expected input values
for use by the appropriate input processing
modules. In this role, a CWM module performs

the functions of a state predictor, generating
predictions that enable the input processing
system to perform correlation and predictive fil-
tering. CWM predictions are based on both the
state of the network/service task and the esti-
mated states of the external parameters.

 Answer “What is?” queries from the auto-
mated planners and executors in the BG mod-
ules. CWM estimates of the current state of the
network and its environment are also used by
the planners in the BG module as a starting
point for planning.

« Answer “What if?” queries from the planners
in the BG modules at the same level. In this
role, the CWM modules perform a simulation
function by generating the status to be
expected as a result of the actions hypothesized
by the BG modules. The results predicted by
CWNM simulations are then sent to VA modules
for evaluation. For each action hypothesized
by the BG modules, a CWM prediction is gen-
erated and a VA evaluation is returned to the
BG modules. This BG-CWM-VA linkage allows
the BG modules to select (as the plan to be
executed) the sequence of hypothesized
actions producing the best results.

Data structures for representing explicit knowl-
edge reside in a knowledge database that is hierarchi-
cally structured and that is distributed in such a way
that there is a knowledge database for each CWM
module in each node at every level of the intelligent
network system hierarchy. The communication sys-
tem provides services that make the CWM modules
and the knowledge databases behave like a global vir-
tual common memory in response to queries and
updates from the BG, IRP, and VA modules. The com-
munication interfaces with the CWM modules in each
node provide a window into the knowledge database
for each of the computing modules in that node.

Knowledge representation in the communica-
tions world model. The knowledge database of the
communications world model contains both a priori
information, which is available to the intelligent net-
work system before action begins, and a posteriori
knowledge, which the intelligent network system
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obtains by monitoring the environment as the net-
work functions. The database contains information
about space, time, entities, events, and the states of
the network elements and the network environment.
For example, a priori information could include the
knowledge that an optical transport node has received
data in the range (100Mbps—minimum, 400Mbps—
most likely, 600Mbps—maximum) every Monday
between 1 p.m. and 2 p.m. for the past year. The
knowledge database also includes information about
the intelligent system itself, such as the values
assigned to goals, objects, and events; the parameters
embedded in dynamic models of the virtual routes
and optical paths; and the states of all the processes
currently executing in each of the BG, IRP, CWM,
and VA modules.

Knowledge about traffic engineering rules, network
element constraints, capacities, and the rules of logic
and statistics is represented as parameters in the CWM
functions that generate predictions and simulate the
results of hypothetical actions. Physical knowledge may
be represented as algorithms or formulas, or as IF/THEN
rules30-32 describing what happens in certain situations,
such as when a network node fails, a link is cut, or a
new service request appears. The correctness and con-
sistency of communications world model knowledge is
verified by input processing mechanisms that measure
differences between communications world model pre-
dictions and collected trace observations.

Entities in the communications world model.
The communications world model contains informa-
tion about stored network entities. The knowledge
database contains a list of all the entities that the intel-
ligent network system knows about. A subset of this
list is the set of current entities known to be present in
any given situation. A subset of the list of current enti-
ties is the set of entities-of-attention based on locality
of reference properties.

There are two types of entities: generic and spe-
cific. A generic entity is an example of a class of entities.
A generic entity structure contains the attributes of its
class. A specific entity is a particular instance of an
entity. A specific entity structure inherits the attributes
of the class to which it belongs. An example of an
entity structure is shown in Table I.
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Table I. An example entity structure.

Entity name Name of entity

Kind Class

Type Generic or specific

Area Access, transport, routing, switching

Position World/virtual map coordinates

Dynamics Mobile, fixed

Path Sequence of positions/routes

Geometry Size, shape

Links Sub-entities, parent entity

Properties Physical, logical, topology

Behavioral Protocols, standards, semantics

Performance Delay, loss, load characteristics

Reliability Availability, fault-tolerance

Capabilities Bandwidth, range, configuration
types, capacity

Interfaces Communication, and control
interfaces

Value state-variables | Success-failure, thresholds,
COS parameters

Management Provisioning, administration,
and configuration

Security Access control lists, filters

COS - Class of service

Entity relationship in the network communica-
tions world model. Entity representation is cross ref-
erenced and tightly coupled by real-time computing
hardware. Many of the attributes in an entity struc-
ture are time-dependent state variables. Each time-
dependent state variable may possess a short-term
memory queue that describes its temporal history. At
each network node, temporal traces stretch backward
at least as far as the planning horizon at that level
stretches into the future. At each network hierarchical
level, the historical trace of an entity state variable
may be captured by summarizing data values at sev-
eral points in time within the historical interval. Each
state variable in an entity structure may have value
state variable parameters that indicate levels of confi-
dence and measures of network environmental uncer-
tainty. These are computed by value-assessment
functions that reside in the VA modules.



The network entity database hierarchy. The
entity database is hierarchically structured. Each entity
consists of a set of subentities and is part of a parent
entity. For example, a network resource (that is, hard-
ware or software) may consist of a set of network
components (hardware or software) and be part of a
larger network resource. An intelligent network node
is task- or goal-driven; the structure of the communi-
cations world model entity database is defined by the
nature of these tasks and goals.

Communication events. A communication event in
an intelligent network node is a state, condition, or sit-
uation that exists in a network at a point in time or
occurs over an interval of time. Events are represented
in the communications world model with attributes in
time and space. Event attributes may indicate such
things as start and end time, duration, type, and rela-
tionship to other events. An example of an event
structure is shown in Table I1.

State variables in the event structure may have
confidence levels, degrees of support, and measures of
environmental uncertainty similar to those in the
entity structures. Confidence state variables may indi-
cate the degree of certainty that an event actually
occurred or that it was correctly recognized.

Behavior Generation

Behavior results from a behavior-generating sys-
tem that selects goals and plans and executes tasks.
Tasks are recursively decomposed into subtasks, and
subtasks are sequenced so as to achieve goals. Goals are
selected and plans generated by cyclical interaction
among BG, CWM, and VA modules. The behavior-
generating system hypothesizes plans, the CWM
module predicts the results of those plans, and the
value assessment element evaluates those results. The
behavior-generating system then selects for execution
the plans with the highest evaluations. The behavior-
generating system element also monitors the execution
of plans and modifies existing plans whenever the situ-
ation requires. For example, events such as congestion,
network node overload, and major changes in traffic
patterns should be detected quickly and appropriate
corrective actions should be taken to deal with them.

Behavior in a network or network node is the
result of executing a series of communications tasks.

Table Il. An example event structure.

Event Name of event
Kind Class
Type Generic or specific
Modality Voice, video, data, etc
State Simple, composite, pseudo, final
Time When event detected
Interval Period over which event took place
Position Map location where event occurred
Links Sub-event, parent event
Guard Boolean expression attached to a transition
Transition Relationship between a start and final state
Alarms Visual, message
Value Benefit-cost, risk

A communication task is a piece of work to be done or
an activity to be performed by a network node. Each
intelligent network system is capable of performing a
set of tasks. Each task in this set is assigned a name.
The communication task vocabulary is the set of task
names assigned to the set of tasks the system is capable
of performing. This set of tasks can be expanded
through learning, training, or programming. Typically,
a communication task is performed by one or more
intelligent communication agents on one or more
entities. The performance of a task can usually be
described as an activity that begins with a start event
and is directed toward a goal event. A goal is an event
that successfully terminates a communication task; it is
the objective toward which task activity is directed. A
communication task command is an instruction to
perform a named task; it may have the following form:

PERFORM <TaskName(parameters)>

AFTER <Start Event> UNTIL <Goal Event>

Communication task knowledge is knowledge of
how to perform a task, including information about
the algorithms, protocols, parameters, time, events,
resources, information, and conditions required and
the costs, benefits, and risks to be expected. In a net-
work node, task knowledge may be expressed implic-
itly in algorithms, software, or hardware, or explicitly
in data structures or a network node database.

A communication task structure is represented as
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a data structure in which task knowledge is stored. In
systems in which task knowledge is explicit, a task
structure33 can be defined for each task in the task
vocabulary. An example of a task structure is shown in
Table III.

The task knowledge represented in task structures
has a variety of uses. For example, network planners
and operators may use it to generate hypothesized
actions. The communications world model may use it
to predict the results of hypothesized actions. The
value assessment system may use it to determine how
important the goal is and how many resources to
expend in pursuing it.

Behavior generation is inherently a hierarchical
process. At each level of the behavior generation hier-
archy, communication tasks are decomposed into sub-
tasks that become task commands for the next lower
level. At each level of a behavior generation hierarchy
there is a task vocabulary and a corresponding set of
communication task structures.

In the CNI architecture, each level of the hierar-
chy contains one or more BG modules. At each level,
there is a BG module for each function in each net-
work layer. The function of the BG modules is to
decompose task commands into subtask commands.
Input to BG modules consists of commands and priori-
ties from BG modules at the next higher level, evalua-
tions from nearby VA modules, and information about
past, present, and predicted future states of the net-
work environment from nearby CWM modules.
Output from BG modules consists of subtask com-
mands to BG modules at the next lower level, status
reports, and “What is?” and “What if” queries to the
CWM modules about the current and future states of
the network environment.

Value Assessment

The value assessment system element is used to
determine the importance, risk, and probability associ-
ated with the events and actions involved in the intel-
ligent network. The value assessment system evaluates
both the observed state of the communications world
and the predicted results of hypothesized plans. It can
compute costs, risks, and benefits of both observed sit-
uations and planned activities.34 It computes the prob-
ability of the correctness of state variables and assigns
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Table Ill. An example task structure.

Task name Name of the task
Type Generic or specific
Actor Agent performing the task
Action Activity to be performed
Object Thing to be performed
Subject Thing to be acted upon
Goal Event that successfully terminates or
renders the task successfully
Parameters * Priority

« Status (for example, active, halted,
waiting, inactive)

» Timing requirements

« Source of task command

Requirements | = For example, tools, time, resources, and
events needed to perform the task

» Enabling conditions that must be
satisfied to begin, or continue, the task

 Information that may be required

Procedures » A plan for executing the task
< Functions that may be called
 Algorithms that may be needed
Effects » Expected results of task execution

« Expected costs, risks, benefits
 Estimated time to complete

believability3®> and uncertainty38 parameters to them.
The value assessment system provides the basis for
making decisions, for choosing one response rather
than another. Without value assessment, any intelli-
gence in a network would soon become obsolete.

The challenge for today’s service providers is to pro-
vision and meet QoS-based SLAs. When SLAs cannot be
met, traffic congestion controls should always attempt to
minimize penalties and maximize revenue when decid-
ing which traffic to admit.3” If the monitoring process
indicates that a customer’s contracted SLA is not satis-
fied, the service provider is deemed non-compliant to
the SLA and thus liable to the customer. Hence, every
lost flow contributes to penalty in the VA modules.

Architecture for Understanding Network
Intelligence

A number of system architectures for intelligent
network systems have been conceived at various net-

work layers, and a few have been imple-
mented.3.5.8.11,27,38,39
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Elements of network intelligence and the functional relationships.

The proposed framework and architecture orga-
nize the elements of network intelligence described in
the previous section to create the functional relation-
ships and information flow shown in Figure 3. The
proposed functional architecture replicates and distrib-
utes the relationships shown in Figure 3 over a hierar-
chical structure with the logical and temporal
properties illustrated in Figure 4. Each node in the
organizational hierarchy contains four types of com-
puting modules: BG, CWM, IRP, and VA. Each chain
of command in the organizational hierarchy—from
each response and each input to the highest level of
control—can be represented by a computational net-
work hierarchy, such as that shown in the center of
Figure 4.

In Figure 4, the left side of the figure is an orga-
nizational hierarchy consisting of a tree of command
centers, each of which possesses one supervisor and
one or more subordinates. In the center of the figure

is a computational hierarchy consisting of BG,
CWM, IRP, and VA modules. A computational hier-
archy services each response and each input. On the
right side of the figure is a behavioral hierarchy con-
sisting of event progressions through state-time-
space. At each functional level, the nodes—and the
computing modules within the nodes—are tightly
interconnected. As shown in Figure 3, within each
computational node, the communications system
provides internetwork functional layer communica-
tions as follows:

e Queries and task status are communicated
from BG to CWM modules;

* Responses, including retrieval of information,
are communicated from CWM modules back
to the BG modules making the queries;

e Predicted input data is communicated from
CWM to IRP modules;

e Updates to the communications world model
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Relationships in hierarchical network structure.

are communicated from input processing to
CWM modules;

« Observed entities, events, and situations are
communicated from input processing to VA
modules;

« Values assigned to the communications world
model representations of these entities, events,
and situations are communicated from VA to
CWM modules;

e Hypothesized plans are communicated from
BG to CWM modules;
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e Results are communicated from CWM to VA
modules; and

e Evaluations are communicated from VA mod-
ules back to the BG modules that hypothesized
the plans.

The communications system also provides commu-

nications between functional layers at different levels:

e Instructions and commands are communi-
cated downward from supervisor BG modules
in one level to subordinate BG modules in the
level below.




« Feedback and status reports are communicated
upward through the CWM modules from
lower-level subordinate BG modules to the
upper-level supervisor BG modules from
which they received commands.

e Observed entities, events, and situations
detected by IRP modules at one level are com-
municated upward to IRP modules at the next
higher level.

« Predicted attributes of entities, events, and sit-
uations stored in CWM modules at a higher
level are communicated downward to CWM
modules at a lower level.

e Input to the bottom-level input processing
modules comes from input information col-
lected from different sources.

e Qutput from the bottom-level response pro-
cessing modules is communicated to the
response subsystem.

The intelligence within the network system can be
realized in a variety of ways. One way is to embed
intelligence functions in the network management
system and the network node elements. Com-
munication between the management system and the
node elements can be achieved by using a manage-
ment communication network.40 In the system archi-
tecture proposed here, the input/output relationships
of the communications system produce the effect of an
intelligent network, the functionality of which may be
equated to that of a blackboard system.4! The input
command string to each of the BG modules at each
level generates a response through state-space as a
function of time. The set of all command strings cre-
ates a behavioral hierarchy, as shown on the right side
of Figure 4. The responses (not shown in Figure 4)
correspond to observable output behavior.

The next two sections discuss two important
aspects of intelligent network systems: temporal and
spatial relationships between processes, and planning,
which is central to the operation of intelligent network
systems. Other important topics related to intelligent
network systems that are within the scope of the pro-
posed framework are detailed data and knowledge
representation for capturing network intelligence,
communication language and its mapping to commu-

nication protocols, representation of the network envi-
ronment, learning and network behavior pattern
detection, and generation algorithms. These topics are
beyond the scope of this paper.

Temporal and Spatial Relationships in Intelligent
Networks

This section begins by discussing the general char-
acteristics of temporal and spatial attributes and con-
cludes with an example of their use.

Characteristics of Temporal and Spatial Attributes

Each level in the behavior generation hierarchy
is defined by temporal and spatial decomposition of
communication goals and tasks into subgoals and
subtasks of varying complexity. Temporal granular-
ity is expressed in terms of bandwidth, sampling
rate, and state-change intervals, while temporal
span is measured by the length of historical traces
and planning horizons. Spatial granularity is mani-
fested in the branching of the task tree, while a
span is measured by the span of control and the
range of service/application/user domains. Levels in
the input processing hierarchy are defined by tem-
poral and spatial integration of input data into levels
of aggregation. Temporal aggregation is best illus-
trated by diurnal and seasonal parameters, such as
busy hour and busy season. Spatial aggregation is
best illustrated by environmental characteristics,
such as demography and geography. Levels in the
communications world model hierarchy are defined
by the temporal granularity of events, by the spatial
granularity of the service/application/user domain,
and by the parent-child relationships between net-
work entities (for example, service nodes serving
access nodes serving customer premises nodes).

Numerous theoretical and experimental studies in
other fields support the concepts of hierarchical plan-
ning (discussed in the next section) and natural cluster-
ing for both temporal and spatial entities.#243 These
studies also indicate that, in a hierarchically structured,
goal-driven, input- and-response-based, interactive,
intelligent communications system architecture:

 Communication bandwidth decreases about an

order of magnitude at each higher level,
e Computational granularity of temporal and

Bell Labs Technical Journal o January-June 2001 177



spatial patterns decreases about an order of
magnitude at each higher level,

e Goals expand in scope and planning horizons
expand in space and time about an order of
magnitude at each higher level, and

* Models of the world and storage requirements
for events decrease in granularity and expand
in temporal and spatial range by about an
order of magnitude at each higher level.

Network traffic modeling and monitoring tech-
niques?44> seem implicitly to assume the four asser-
tions listed above. From these assertions, a timing
diagram can be constructed, as shown in Figure 5. In
the figure, the range of the time scale increases—and
its resolution decreases—exponentially by about an
order of magnitude at each higher level. Hence the
planning horizon and event summary interval
increase—and the communication bandwidth and fre-
quency of subgoal events decrease—exponentially at
each higher level. The seven hierarchical levels span a
range of time intervals that vary from a few millisec-
onds to one year. (One year was arbitrarily chosen as
the longest historical-memory/planning-horizon to be
considered.) Even shorter intervals could be included
by adding layers to the bottom of the figure, while
longer intervals could be included by adding layers to
the top, or by increasing the difference in communica-
tion bandwidths and input and response clustering
intervals between levels.

The origin of the time axis in Figure 5 (that is,
the point at which t = 0) is the present. Future plans
lie to the right of t = 0, past history to the left of it.
The empty (unfilled) triangles in the right half-plane
represent task goals in a future plan. The blue trian-
gles in the left half-plane represent recognized task-
completion events in past history. At each level there
is a planning horizon and a historical event summary
interval. The dark shading on the right shows the
planning horizon for the current task. The light shad-
ing on the right indicates the planning horizon for the
next anticipated task. The dark shading on the left
shows the event summary interval for the current
task. The light shading on the left shows the event
summary interval for the previous task.

The timing diagram in Figure 5 illustrates the tem-
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poral flow of activity in the task decomposition and
input processing systems. At the communications
world level, high-level input events and periodic user,
server, application, market behaviors, and daily rou-
tines generate plans for the day, the year, and so on.
Each element of the plan is decomposed through the
remaining six levels of task decomposition into a set of
specific actions. At each hierarchical level, planner
modules decompose task commands into planned sub-
tasks for execution. At each level, events are summa-
rized, integrated, and clustered into single events at
the next higher level. A high-level formalized event
specification language can be used to capture
events.46.47

An Example of the Use of Temporal and Spatial Attributes

The following example describes how temporal
and spatial attributes are captured in the CWM mod-
ules and are used by the BG modules. The example
presented in this section employs an intelligent all-
optical DWDM network layer. An all-optical network
uses optical cross connects to route wavelengths.
Lucent’s WaveStar LambdaRouter allows wavelengths
to be assigned and provisioned on demand in a trans-
port network, making it possible for a service provider
to offer dynamic bandwidth delivery in seconds.
Traditionally, transport networks are dimensioned
using busy hour/busy season traffic and static traffic
matrices. But dynamic bandwidth trading requires cal-
culating routes and traffic flows dynamically in real
time. This, in turn, requires creating and maintaining
dynamic traffic matrices. Traditional transport network
designs, because of their static nature, allow network
planners and service provider operators to dimension
and fine-tune designs using tools; but with dynamic
traffic matrices, human intervention is not possible,
because of the dynamic nature of the traffic and the
amount of information to be handled. The example
that follows presents an outline of the automatic gen-
eration of dynamic traffic matrices for an intelligent
optical network layer to use.

Let us assume that a service provider is offering
bandwidth delivery on demand, using an all-optical
transport network on which traffic changes every few
minutes, and that the logical topology of the network
must be computed and reconfigured accordingly.
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Timing diagram illustrating the temporal flow of activity.
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Dynamic traffic matrices generation and representation.

Furthermore, let us assume that the CWM module in
the intelligent optical layer monitors and keeps track
of the historical traffic matrices in its database. Finally,
let us assume that the optical network’s communica-
tions world model—with the help of input processing
modules—generates traffic patterns, up-to-date service
profiles, customer service policy agreements, and sub-
scriber growth estimates. Based on the output of the
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optical network’s CWM module and the input pro-
cessing modules, traffic estimates can be generated.
Figure 6 depicts the temporal and spatial knowl-
edge represented in the dynamic traffic matrices. The
matrices are organized into hierarchical clusters based
on time, and values in the matrices are represented as
distributions, to optimize space. From the historical
traffic matrices and the knowledge base, traffic matri-




ces for an hour are generated. A particular hour’s traf-
fic is represented by two sets of traffic matrices: one is
composed of base (that is, invariant bandwidth) matrices;
the other, of dynamic change (that is, variant bandwidth)
matrices. From the set of all hour invariant traffic matri-
ces for a particular day of the week, an invariant traffic
matrix for that day is generated. From the set of all
invariant traffic matrices for the days in a month, an
invariant matrix for the month is generated. From the
set of all invariant traffic matrices for the months in a
year, an invariant traffic matrix for the year is gener-
ated. This process of generating invariant and variant
traffic matrices can be carried out on a small time scale
or on a scale of years, depending upon the needs of
the service provider. Because of the large amount of
information available, the matrix values are repre-
sented as distributions that consolidate the data from
several matrices. On the right-hand side of Figure 6,
the distributions for year base matrix and hour change
matrix—generated by the BG module, using simula-
tion algorithms—are shown. These distributions help
the VA modules calculate risk, based on the service
provider’s risk-acceptance levels for use of their trans-
port resources. The logical all-optical network design
algorithms#® (for example, mixed-integer program-
ming models) in the BG modules use the traffic matri-
ces to route wavelengths in the network to allocate
bandwidth on demand. The hierarchical organization
of the matrices into matrices that are variant and
invariant reduces computational overhead and
improves the performance of the algorithms in
responding to changes in real time. This helps in the
automation of the bandwidth delivery technology
needed for adaptable optical networks.

Planning in Intelligent Communication Networks
Planning in communication networks implies an
ability to predict future states of the network environ-
ment. Network behavior and traffic prediction algo-
rithms typically use recent historical data to compute
parameters that can be used to extrapolate future net-
work states.49 Experience shows that predictions made
by such methods are typically not reliable for periods
longer than the historical interval over which the
parameters were computed. Thus, at each level, plan-

ning horizons extend into the future only about as far,
and with about the same level of detail, as historical
traces reach into the past. Predicting the future state of
the network environment world often depends on
assumptions as to what actions are going to be taken
and what responses are to be expected from the com-
munication environment, including what actions may
be taken by other intelligent agents or by the end
users. Planning of this type requires searching and sto-
chastic modeling®® over the space of possible future
actions and probable responses.

Several levels of planning, illustrating the plan-
ning horizon and successive lower levels of the hierar-
chy, are depicted, as an example, in Figure 7. At the
top level, a single task is decomposed into a set of
planned subtasks for each of several subsystems. At
each of the following levels, a planned task is further
decomposed into subtasks at the next lower level.
Planning complexity grows exponentially with the
number of steps in the plan. If planning is to succeed,
every planning algorithm must operate in a limited
domain space. If there is too much granularity in the
time line—or in the space of possible actions—the size
of the search space can easily become too large for
timely response.#® One method of resolving this prob-
lem is to use a multiplicity of planners (that is, auto-
mated planning algorithms) in hierarchical layers*3 so
that at each layer no planner needs to search more
than a given number of steps deep in a search space,
and at each level there are no more than a given num-
ber of subsystem planners that need to generate and
coordinate plans simultaneously. At each level, com-
munication plans consist of several subtasks. In a com-
plex network environment, communication plans
must be regenerated periodically to cope with chang-
ing and unforeseen conditions in the network. Cyclic
replanning may occur at periodic intervals. Emergency
replanning begins immediately upon the detection of
an unexpected event or condition, such as a cable cut
or node failure in a network, or a fraud event.

Intelligent network plan executor algorithms at
each level are responsible for reacting to feedback at
every response cycle interval. If the feedback indicates
the failure of a planned subtask, the executor branches
immediately to a preplanned emergency subtask.
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Figure 7.
Levels of planning illustrating planning horizon.

The planner simultaneously selects or generates an
alternate or error recovery sequence that is substituted
for the plan that failed. When a task goal is achieved at
time t = 0, it becomes a task completion event in the
historical trace. To the extent that an historical trace is
an exact duplicate of a former plan, it can be said that
there were no surprises; that is, the plan was followed
and every task was accomplished as planned. To the
extent that an historical trace is different from the for-
mer plan, it can be said that there were surprises. The
average size and frequency of surprises (that is, differ-
ences between plans and results) is a measure of the
effectiveness of the intelligent planning algorithms.

Self-Organizing Intelligent Networks
Fundamentally new and disruptive technologies
are producing new networking applications, which, in
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turn, are creating a far greater demand for communi-
cation services and resources than in the past.3” Today,
there are tens of thousands of private networks, and
service providers have an opportunity to replace them
with VPNs. There are also tens of millions of residen-
tial and commercial users who use the network for
various communication needs. Understanding the
behavior of the users, applications, services, markets,
and other factors in the fast-changing world of com-
munications and applying this knowledge to network
management is difficult to do, using the approaches
that are traditionally employed in the current commu-
nications paradigm. Therefore, we introduce a new
paradigm based on self-organizing networks that makes it
possible to manage large, complex networks and envi-
ronments efficiently and to deploy, provision, and




manage new, high-value services rapidly, with an
overall reduction in manual intervention.

This section describes a self-organizing intelligent
networks paradigm in which networks can reconfig-
ure network topologies and provision resources and
services dynamically. It also describes an end-to-end
intelligent network application, shown in Figure 8, in
which a network monitors itself, learns about its envi-
ronment and the environment’s impact on network
resources, makes intelligent decisions, and takes
appropriate actions based on prior network behavior—
as observed over time—on an application or service
basis. Figure 8 is essentially the same as Figure 2, with
the addition of a self-organizing capability made possi-
ble by the use of an IRP feedback loop. It is assumed
that the network elements in Figure 8 are intercon-
nected by a system similar to the management com-
munications network4? system. In Figure 8, these
interconnections are shown as gray lines for input pro-
cessing and dark-blue lines for output response pro-
cessing (or feedback). The figure illustrates the
important role the network management system plays
in the self-organizing network paradigm.

Figure 9, which is based on the architecture pro-
posed in the section “Architecture for Understanding
Network Intelligence,” shows the self-organizing net-
work in more detail, illustrating both the hierarchical
and horizontal relationships involved. The architecture
is hierarchical in that the commands and status feed-
back flow hierarchically up and down a behavior-
generating chain of command and the input-
processing and CWM functions have hierarchical lev-
els of temporal and spatial aggregation, as described in
the section “Temporal and Spatial Relationships in
Intelligent Networks.” During network operation,
goal-driven mechanisms in the BG modules assess
aggregate priorities, negotiate for resources, and coor-
dinate task activities in order to select among the pos-
sible communication paths. To maintain control of this
operation, each BG module accepts task commands
from only one supervisory process at a time; hence, at
any given moment, the BG modules form a command
tree. The architecture is horizontal in that data is
shared horizontally among heterogeneous functional
modules at the same level of the network. At each

hierarchical level, the architecture is horizontally inter-
connected by communication pathways between BG,
CWM, IRP, and VA modules in the same node, and
between nodes at that level, especially within the
same command subtree.

Figure 9 shows an organization of processing
nodes in which the BG modules form a command
tree. The functional characteristics of the BG modules
at each level, the type of environmental attributes or
entities recognized by the IRP modules at each level,
and the type of processing subsystems form the com-
mand tree. The specific configuration of the command
tree is service- and application-dependent and, there-
fore, not necessarily stationary over time. Figure 9
illustrates three possible dynamic configurations that
may exist at different points in time. These different
configurations are shown by links in three different
colors, which are associated with three different time
windows. During operation, relationships between
modules in the same or different layers of the hierar-
chy may be reconfigured in response to changes in
goals, priorities, or task requirements. This means that
any particular computational node—with its BG,
CWM, IRP, and VA modules—may belong to one sub-
system at one time and to a different subsystem a
short time later. The specific configurations are deter-
mined by the application of the automated planning
process (discussed in the section “Planning in
Intelligent Networks™) and by the information col-
lected from the spatio-temporal properties of the net-
work elements and the network environment
(discussed in the section “Temporal and Spatial
Relationships in Intelligent Networks”).

The reconfiguration of the command tree can be
implemented through multiple pathways that exist,
but are not always activated, among BG modules at
different hierarchical levels. These multiple pathways
define a layered graph of nodes and directed arcs. They
enable each BG module to receive input messages and
parameters from several different sources. Each layer
of the system architecture contains a number of nodes,
each of which contains BG, CWM, IRP, and VA modules.
The nodes are richly, but not fully, interconnected. For
example, in an all-optical DWDM network elements
layer (such as that shown in Figures 8 and 9), some
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Dynamically interconnected layered graph representing self-organizing network.

of the outputs from the BG modules drive the micro-
mechanical mirror motor actuators, and the inputs to
the layer’s IRP modules convey data from the envi-
ronment. During operation, goal-driven communica-
tion path selection mechanisms configure this lattice
structure into the organization tree shown in Figure 9.
The IRP modules are also organized as a layered
graph. At each higher level, input information is
processed into increasingly higher levels of abstrac-

tion, as input processing pathways branch and merge
in different ways.

The following subsections provide a few examples
of the functioning of and the interactions between dif-
ferent layers in a self-organizing network.

Network Management Layer

The network management layer plans activities
and allocates resources for one or more layers below it
for a period specified in the historical trace patterns.
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At the management layer, such data as requests for
provisioning and bandwidth orders are consolidated
into batches to optimize the use of resources, and a
schedule is generated for the layer(s) to process the
batches. At the management layer, the CWM module
maintains a knowledge database containing the
names, contents, and attributes of batches, as well as
an inventory of the resources required to provide the
requested bandwidth and services. Historical traces
may describe the temporal bindings of services, rout-
ing, and bandwidth between nodes. The IRP module
processes compute information about the flow of ser-
vices, the level of inventory, and the operational status
of all the nodes involved in the network. The VA mod-
ule computes the cost and benefits of various batches
and routing options and calculates statistical service-
confidence data. An operator interface allows service
provider technicians to visualize the status of band-
width and service requests, inventory, the flow of
resources, and the overall situation within the entire
network. Operators can intervene to change priorities
and redirect the flow of resources and services.
Planners can keep track of how well plans are being
followed and can modify parameters as necessary to
keep to a plan. The output from the management
layer provides work-flow assignments for the underly-
ing nodes.

Interactions Between the Infrastructure Provide Layer and
the Service Provider Layer

This subsection briefly describes how multilayer
intelligence, using IP tunneling and optical switching
nodes, can provide agile networking. Service providers
can optimize the use of their network resources by
using IP tunneling and the reconfigurability of the
optical network, and customers can manage their own
VPN network resources by using automated network
management and provisioning®! to establish service
whenever and wherever it is needed.

When bandwidth is available in a lightpath (that
is, an unused but allocated resource), the network
management layer uses the unused bandwidth to cre-
ate a secure IP tunnel for another customer’s band-
width request. For this kind of operation, the CWM,
BG, VA and IRP modules of the optical layer and the
IP tunneling layers have to work synchronously,
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sharing their CWM knowledge about such data as:

« Endpoints,

e SLA parameters, such as path characteristics,
diverse routing requirements, and inclusion or
exclusion of certain nodes in the path,

e QoS parameters, such as maximum delay, jit-
ter, and restoration types,

< Billing options, such as flat-rate and usage-
based billing, and

e User authentication and authorization.

The intelligent tunneling and optical virtual path

BG modules provide processing-intense filtering, for-
warding, accounting, and QoS/SLA functions in the
tunneling and optical routing switches. In addition,
the CWM modules maintain—and the BG modules
process—features offering capabilities (such as QoS,
isolation, and policing) that allow operators to deliver
flexible, measurable, and enforceable SLAs, making
possible the delivery of real-time services over the net-
work. This flexibility allows the switches to configure
multiple dynamic virtual routers (VRs) and dynamic
virtual optical paths (VOPs) with routing and policy
domains that can be shared by any number of service
providers. Large providers can be assigned dedicated
VRs or VOPs on the optical lightpath, and small
providers can share VRs or VOPs that are managed
administratively by the service provider. The VA mod-
ules evaluate and enforce network policies on admis-
sion control and rate limitations to ensure that all
SLAs can be met.

Application Layer

One of the functions of the VA modules that sup-
port the application layer of intelligence is to provide
the CWM and BG modules with ratings reports for
the applications at regular intervals. This information
allows the BG modules to isolate the most popular
and highly rated applications on the network on
demand. Such ratings generation provides service
providers with a competitive edge, by allowing them
to change subscription plans to increase revenue and
to redirect unused resources to support especially
popular applications.

End-User Layer
In an end-to-end intelligent network, intelligence
in an end-user device, when integrated properly with



the other intelligent layers, would play a major role,
contributing to and making use of the intelligence in
the network. The importance of this layer is that it
makes it possible to control the amount of end-user
behavioral information that is generated at the layer
where it originates, so that only useful information is
communicated to the other layers. In this context, it is
assumed that an end-user gateway device (for example,
a residential gateway) has an integrated intelligence-
gathering functionality, and that it monitors end-user
needs and behavior patterns and encodes the informa-
tion it gathers into a data structure called an end-user
diary. Intelligence-gathering mechanisms can automati-
cally and invisibly keep track of end-user behavior
without creating overhead on the network; the infor-
mation collected may be processed and communicated
securely to other intelligent network layers when traffic
on the network is minimal (for example, during the
night). Figure 10 shows the intelligence exchange flow
between the IRP-CWM-BG-VA modules of an intelli-
gent residential gateway and the IRP-CWM-BG-VA
modules of the intelligent network management layer.
The intelligent network management layer receives all
the end-user diaries and updates the user profile data-
base. In return, it sends each end-user gateway device
information about the predicted traffic load on the
network layers for the following day, based on
expected end-user service needs for that day. The
information about the status of the network allows the
BG modules to make better choices when selecting
network routes and application servers from among
the available alternatives.

Within the proposed framework, each layer con-
trols and resolves issues within its purview. At each
layer, inputs and requests are received and responses
planned by the IRP module, evaluated—based on
information from the CWM module—by the VA mod-
ule, and implemented by the BG module. In the above
examples, the network management layer would cre-
ate and modify the networking topological structure
and assign end users within that structure to provide
the administrative structure that best accords with the
rules and policies of the service provider.

The specific functions given in the above examples
are for illustrative purposes only. They are meant only

to illustrate how the generic structure and function of
the proposed framework might be instantiated by a
service provider. The point of these examples is to
illustrate how multilevel hierarchical architecture inte-
grates real-time planning and execution behavior with
dynamic CWM, knowledge representation, and input.
At each level, behavior generation is guided by VA
modules that optimize plans and evaluate results. The
system architecture organizes the planning of behav-
ior, the control of action, and the focusing of computa-
tional resources. The result is an intelligent real-time
self-organizing network system that is both driven by
high-level goals and responsive to input feedback.

The major benefit of the self-organizing intelligent
network paradigm is that it enables service providers
to use network resources efficiently, based on network
needs that are dependent upon both spatio-temporal
changes in the network and changes in the network
environment.

Conclusion

Because of the way network technology is being
developed today, it is difficult to know—Dbefore it is
deployed—if an end-to-end setup of networking
devices will really be beneficial in the field. One reason
for the difficulty is that the behavior of the network
layers is not well understood and is still evolving;
another is the rapid growth in the number of applica-
tions on the networks. A variety of technology trends
have made it possible to incorporate computational
capability in all network devices. Unfortunately,
although shrinking technology has made networking
devices smart, it has not always improved their
usability.

The easiest way to improve the applicability of
networking devices (and the first step toward doing
s0) is to provide a uniform framework for understand-
ing network functional interconnectivity between the
devices and the systems that interact with them. This
paper has presented a framework for understanding
end-to-end intelligent communication networks. (An
example reference model has been presented as part of
the framework.) The framework incorporates the
functional elements of intelligence into IRP, CWM,
VA, and BG computational modules. These modules
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Intelligence update control flow between end-user gateway and network management.

are interconnected into networks and hierarchies with
logical, spatial, and temporal properties. Within this
framework, the BG modules direct and focus input
processing algorithms on network objects of impor-
tance, ignoring tasks that are not important to current
goals and priorities. The CWM modules provide infor-
mation in response to queries from the BG modules,
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make predictions, and receive updates.

Based on the framework presented, a networking
paradigm of self-organizing networks has been intro-
duced as an application. Self-organizing network sys-
tems can accelerate the introduction of a new
generation of services and resource management.
End-to-end service and resource management can be




enabled through customer and service focus, automa-
tion, and open interfaces that facilitate integration of
these systems with service provider systems and third-
party applications.

The implementation and embodiment of the pro-
posals presented will require a consistent application
across a number of products over a period of time. To
date, such efforts have generally been confined to a
single layer of the overall framework.
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